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3.2 COMMUNICATION

All operational areas, especially within moderate or higher-risk countries, should be provided adequate communication equipment and have written communication procedures. Communications equipment, including radios, cellular phones, and satellite phones, should not be used without host government approval and licensing.

COMMUNICATION SYSTEMS

An effective communications system can be as simple as using two types of telephones, or combining reliable e-mail and voice communications. Each Country Office generally will require a unique and specific communication system planned and installed to support an area’s operational environment.

An effective communications system should provide:

· Reliable communication between the Country Office and any remote staff or travellers.

· The ability to monitor activities in remote sites and to disseminate notification of a safety or security incident or deterioration of security conditions at any time.

· Coordination of emergency response, especially medical response and evacuation.

· Contact between staff members and between the Country Office and others outside the country during a crisis. Often, local communication systems are interrupted during a crisis or periods of instability.

COMMUNICATION EQUIPMENT CHARACTERISTICS

Regional and Country Offices can construct a communications system using a wide variety of equipment. Experts may be required to select and install specific equipment. Any communication system or equipment purchased should have these general characteristics:

Backup. 

A backup allows a remote office to communicate should the primary method, usually the national telephone system, fail. An effective redundant system usually involves a mix of landline or cellular telephones as primary, and radio or satellite phone secondary.

Reliable/Easy to operate. 

A system must be reliable, require little maintenance and be easily operated. The equipment purchased should be appropriate for the area and the expected level of use.

Adaptable/Scalable. 

All systems should be easily adapted to a variety of uses and environments and have the capability to expand as required.

Cost effective. The cost for equipment, training, and maintenance can be included in proposals for projects that involve new communication requirements. Equipment costs can be reduced by avoiding duplication.

Compatible. 

Equipment should be compatible with other organizations’ communication systems. Where there is not a humanitarian aid radio network or countrywide emergency notification system in place, other organizations, such as mining companies and embassies, may have systems that can be used during emergency response.

Emergency operation. 

The system must work in emergency situations.

Vulnerable nodes should be carefully analysed to determine which ones could be interrupted in instability or disaster.

Environmentally sound. Avoid environmental degradation or improper

hazardous material disposal when placing repeater towers and antennae or discarding used batteries.

PROTECTION OF COMMUNICATION EQUIPMENT

Increasingly, communication equipment, such as computers or cellular telephones, are becoming a prime targets for theft. Protect communication equipment by taking simple precautions, including:

· Avoid carrying or storing laptops in an obvious computer carrying case. Thieves commonly target computer bags, especially during travel. Consider purchasing a padded laptop protector and placing it into a backpack or other generic carry case.

· Consider purchasing hard-shell, foam-lined cases that protect and disguise expensive equipment. If the equipment is often transported by vehicle, consider purchasing local storage containers commonly used for tools or spare parts. This makes them less attractive targets.

· Theft of vehicle radios is common. Before purchasing vehicle radios consider if they will become attractive targets or put the staff at greater risk. Purchase quick-release mounts to allow removal of installed VHF radios after hours.

· When purchasing VHF handsets or cellular phones, ensure that the belt carry case is the most secure model possible, and always purchase one for each device. Hand-carried equipment is easily misplaced or stolen.

· Keep a low profile when using communication equipment. Discrete use limits the chances of thieves targeting the equipment.

· When storing portable communication equipment (GPS, laptops, etc.) in the office, ensure it is kept in a secure area or container. Have someone designated to verify its presence each day.

· Implement an effective accountability procedure if equipment is pooled for checkout.

