Annex 26.5
Draft Computer and IT (Information Technology) Standards
The following standards have been adapted from CARE International UK which has established a set of IT minimum standards conforming to the CARE USA Global IT Hardware, Software & Technology Standards recommendation.

These standards are current at time of writing and should be checked at time of equipment purchase. The latest standards can be obtained from the Care International UK IT Manager, Sean Forrest at:

E-mail:
 forrest@careinternational.org
Telephone: 
+44 207 934 9333

The primary objectives of these standards include:

· Facilitate collaboration and knowledge transfer by ensuring hardware and software compatibility and interchange ability across all Divisions, Units and Projects.

· Provide organisation-wide opportunity to negotiate enterprise volume purchase discounts resulting in a decrease in the overall ownership of standard hardware and software.

· Provide secure desktop and network environments, thereby minimising risk to the organisation.

· Simplify training and support by CARE International regarding utilisation of hardware and software tools.

It may be difficult to quickly obtain a PC of exactly the same specifications during an emergency, therefore the IT Officer needs to find a PC which is of the highest quality and has local service available.

Hardware:

· Desktops
Dell OptiPlex GX520DT
Intel Pentium D 820 (2.8 GHz/800MHz/2x1MB/Int NIC)
512MB 533 MHz NON-ECC DDR 2 Memory
80GB (7,200 rpm) SATA 3.0 Gb/s Hard Drive
16 x DV-ROM Drive
Dell 2 button USB Scroll Black Optical Mouse
(QWERTY) – Dell Quitekey USB Black keyboard
17” TFT Display supporting 1024 x 768 resolution

· Laptops
Dell Latitude D420
Intel Core Duo 1.2GHz
1GB DDR2 SDRAM Memory
60GB Hard Drive
Intel UMA 128MB Graphics
External 8 x DVD / 24 x CD-RW Combo Drive
Core Duo Intel ProWireless 3945 802.11 a/g mini PCI card
Internal 56K Modem
(QWERTY) – Internal Keyboard
12.1” WXGA TFT Display supporting 1024 x 768 resolution

· Uninterruptible Power Supply (UPS)
Desktop computers are easily affected by power surges and power failures.  A good quality UPS has a limited ability to smooth small levels of power fluctuations and will supply power for a few minutes during a complete power failure.  It is important to note that a desktop UPS is designed to give a user enough time to finish the work they are doing and to then shut down the PC.  A laptop battery is designed to last one or two hours and will not have a problem when it’s power is continually used up and then recharged.  UPS batteries will be destroyed if continually flattened.  They are designed to only discharge a little before being recharged.
Where possible, always choose a UPS with power conditioning.
For a single PC, a 600VA UPS is acceptable. For two PCs, use a 1KVA. Three PCs can be run from a 1.2KVA UPS. Larger UPSs’ are stronger and survive bad power better than smaller units.

· Automatic Voltage Regulator (AVR or AutoVol)
An AutoVol is a power conditioner which takes in bad power and presents the PC and UPS with stable, quality power. It also protects a PC and UPS from power surges.  
An AutoVol must be used to protect a PC and UPS whenever power is not good quality.  If there is any doubt about power quality, it is better to protect the PC with an AutoVol than losing data and potentially having to repair the PC.  A power surge will easily corrupt data and destroy a hard disk drive before any other component of a PC.
Never buy an AutoVol smaller than 1KVA.  Larger units have better surge protection than smaller units.  For two or three PCs, a 2 KVA AutoVol is a minimum size. 
Where possible, only purchase AutoVols with a motorised mechanism inside.  Units with Step mechanisms are not as good as they can introduce electrical spikes to the power.

· Earthing / Grounding
Earthing or Grounding is very important to protect people and equipment from being hurt or damaged.  An earth wire needs to be attached to all metal equipment to prevent electrical shocks and it will also help protect equipment from electrical surges.
If quality 3pin power plugs and sockets are not available, an earth wire can be attached to the case of AutoVols, UPSs, PCs and network switches.

Software:

CARE International has a range of software packages, all of which have licences for the correct number of individuals or computers.  This is necessary for two important reasons: to maintain the integrity of the wider IT infrastructure, and to ensure compatibility with existing software and hardware.

We have established a base set of software that all computers have as standard, therefore there should be very few circumstances in which additional software needs to be loaded on to a PC.

Operating System

· Windows XP Professional

Office Productivity

· Microsoft Office 2003

· Microsoft Word

· Microsoft Excel

· Microsoft Outlook

· Microsoft Access

· Microsoft PowerPoint

· Microsoft Publisher

Electronic Forms

· Microsoft InfoPath 2003

Project Management

· Microsoft Project 2003

Design/Flowcharting

· Microsoft Visio 2003

Internet Browser

· Internet Explorer 7.0

Anti-virus

· McAfee 8.0

